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Elmley Castle C of E First School School Vision

At Elmley Castle C of E First School, we believe that every child is a light in the world. We love
one another, inspire growth, and serve our community with kindness. We embrace resilience,
learning from our mistakes and growing stronger together. Each day, we strive to shine in all that
we do, creating a safe and welcoming space where everyone can grow in faith, knowledge, and
community. Together, we light the way for a brighter future, serving as beacons of hope and love
to all.
"You are the light of the world. A city set on a hill cannot be hidden." – Matthew 5:14
BLISS
Believe in yourself
Love one another
Inspire greatness
Shine with kindness
Serve with a heart of compassion
Let your Light Shine!
Online Safety Policy 20206



This policy sits alongside the following school policies and guidance: 

· Safeguarding and Child Protection Policy (updated annually) 
· Positive Behaviours and Relationships Policy  
· Child on Child Policy (updated annually) 
· Anti-bullying Policy
· Keeping Children Safe in Education (updated annually)  
· Whistle Blowing 
· Health and Safety
· Data Protection
· Filtering and Monitoring Policy
· Response to Cyber Attack Plan


In this policy, the term ‘Headteacher’ refers to the Executive Headteacher when that role is in post. Should the role no longer form part of the school’s leadership structure, the term will revert to referring to the Headteacher.
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Part 1 - Introduction

Relevant Guidance

This policy has due regard to all relevant legislation and guidance including, but not limited to, the following: 
·  Voyeurism (Offences) Act 2019 
·  The General Data Protection Regulation (GDPR) 
·  Data Protection Act 2018 
·  DfE (2021) ‘Keeping children safe in education’ 
·  DfE (2019) ‘Teaching online safety in school’ 
·  DfE (2018) ‘Searching, screening and confiscation’ 
·  National Cyber Security Centre (2017) ‘Cyber Security: Small Business Guide’
·  UK Council for Child Internet Safety (2020) ‘Education for a Connected World – 2020 edition’ 
·  UK Council for Child Internet Safety (2017) ‘Sexting in schools and colleges: Responding to incidents and safeguarding young people’



Objective of this Policy


Research has proven that use of technology brings enormous benefits to learning and teaching. However, as with many developments in the modern age, it also brings an element of risk. Whilst it is unrealistic to eliminate all risks associated with technology, the implementation of an effective Online Safety Policy will help children to develop the skills and confidence to manage potential risks and considerably reduce their impact. 
Our Online Safety Policy outlines how we will ensure our school community are prepared to deal with the safety challenges that the use of technology brings. This policy applies to all members of the Elmley Castle CofE First School community including staff, pupils, volunteers, parents, carers, Governors and visitors who have access to, and are users of, school digital technology systems at Elmley Castle CofE First School. 
The Online Safety Policy is part of our whole school safeguarding and therefore should be read in conjunction with the other school policies named above.
Aims of the Policy
 This policy aims to 
· Facilitate the safe, responsible and respectful use of technology to support Teaching and Learning in our school. 
· Help staff, parents and carers and pupils to understand their roles and responsibilities when working with technology.
· Establish clear mechanisms to identify, intervene and escalate any online issues or incidents where appropriate. 
· Set clear expectations for all members of the Elmley Castle CofE First School community, including behaviour, attitudes and activities when using digital technology, both online and offline.



Statement of Intent 
Elmley Castle CofE School understands that using online services is an important aspect of raising educational standards, promoting pupil achievement and enhancing teaching and learning. The use of online services is embedded throughout the school; therefore, there are a number of controls in place to ensure the safety of pupils and staff. 
The breadth of issues classified within online safety is considerable, but they can be categorised into four areas of risk: 
Content: Being exposed to illegal, inappropriate or harmful material, e.g. pornography, fake news, and racist or radical and extremist views.
Contact: Being subjected to harmful online interaction with other users, e.g. commercial advertising and adults posing as children or young adults. 
Conduct: Personal online behaviour that increases the likelihood of, or causes, harm e.g. sending and receiving explicit messages, and cyberbullying. 
Commerce: risks such as online gambling, inappropriate advertising, phishing and or financial scams
The measures implemented to protect pupils and staff revolve around these areas of risk. Our school has created this policy with the aim of ensuring appropriate and safe use of the internet and other digital technology devices by all pupils and staff.

Professional Development and Reviews
At Elmley Castle CofE First School, we will aim to provide updates and training for Governors, all staff, children and parents/carers on a regular basis. Guidance and support can also be accessed on our school website, where information is regularly updated. 
· All new staff receive safeguarding and child protection training, which includes online safety training, as part of their induction. 
· Online safety training for staff is updated annually and is delivered as part of whole school safeguarding and child protection training. 
· All staff read a copy of this policy as part of the Safeguarding Pack upon their induction and are informed of any changes to the policy. 
· Staff are required to adhere to the Staff Code of Conduct at all times, which includes provisions for the acceptable use of technologies and the use of social media.
· Staff, parents and pupils are all required to read and sign Acceptable Use Policies (AUPs)

Policy Monitoring and Review  
The school recognises that the online world is constantly changing; therefore the Online Safety and Computing Leads (alongside the DSL) will conduct regular reviews of this policy to evaluate its effectiveness

Part 2 - Roles and Responsibilities
Elmley Castle CofE First School will be responsible for ensuring that the school network infrastructure and equipment are as safe and secure as is reasonably possible and that policies and procedures approved within this policy are implemented. It will ensure that the relevant people named in the following sections will be effective in carrying out their online safety responsibilities. 




Governors 
Governors are responsible for approving the Online Safety Policy and for reviewing the effectiveness of the policy. The Online Safety Governor receives regular information about online safety incidents, events and monitoring reports (If relevant). 
The role of the Online Safety Governor will include: 
· regular meetings with the Online Safety Co-ordinator (lead) 
· regular monitoring of online safety incident logs (if appropriate) 
· reporting to relevant Governors meeting

Head TeacherHeadteacher 
The Head TeacherHeadteacher is responsible for:
· Ensuring online safety is recognised as part of the school’s safeguarding responsibilities and that a coordinated approach is implemented across the whole school community.  
· Following the relevant procedures in the event of a serious online safety allegation being made against a member of staff. 
· Ensuring that the Online Safety lead and other relevant staff receive suitable training to enable them to carry out their online safety roles and to train other colleagues, as relevant. 
· Ensuring that there is a system in place to allow for monitoring and support of those in school who carry out the internal online safety monitoring role. This is to provide a safety net and also support to those colleagues who take on important monitoring roles. 
· Maintaining reports of online safety incidents and create a log of incidents to inform future online safety developments as well as the actions taken in response to concerns
· Maintaining a procedure for reporting online safety incidents and inappropriate internet use, both by pupils and staff. 
· Ensuring safeguarding is considered in the school’s approach to remote learning. 
· Ensuring appropriate referrals are made to external agencies, as required.  
· Staying up-to-date with current research, legislation and online trends.

Online Safety Lead is the Headteacher
The Online Safety Lead is (Headteacher) is responsible for:
· Day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school online safety policies and other relevant documents. 
· Providing training and advice for staff – including making sure that all staff are aware of the procedures that need to be followed in the event of an online safety incident. 
· Liaising with the Safeguarding and Health and Safety teams. 
· Meeting regularly with Online Safety Governor to discuss current issues, review incident logs and filtering.
· Coordinating the school’s participation in local and national online safety events, e.g., Safer Internet Day.



Technical staff (Chestnut) the IT Company for ECFS
The Technical Staff and Computing Leads are responsible for:
· Ensuring that Elmley Castle CofE First School technical infrastructure is secure and is not open to misuse or malicious attack. 
· Ensuring that Elmley Castle CofE School meets required online safety technical requirements and any local authority guidance that may apply.
· Ensuring that users may only access the networks and devices through a properly enforced password protection.
· Ensuring that filtering and monitoring are applied and updated on a regular basis and that its implementation is not the sole responsibility of any single person (see also Filtering and Monitoring Policy)
· Ensuring that they keep up to date with online safety technical information in order to effectively carry out their online safety role and to inform and update others as relevant.
· Monitoring of online safety incidents to identify trends and any gaps in the school’s provision, and using this data to update the school’s procedures.
Some of these responsibilities are outsourced to a technical support service. ElmelyElmley Castle CofE First School use Chestnut Infrastructure as the technical support service.


Teaching and Support Staff 
All staff are responsible for ensuring that: 
· They have an up-to-date awareness of online safety matters and of the current school Online Safety Policy and practices. 
· They have read, understood and signed the Staff Acceptable Use Policy. 
· They report any suspected misuse or problem to the Head TeacherHeadteacher and Online Safety Lead for investigation, action or sanction 
· They support pupils in understanding and following the Online Safety Policy and Acceptable Use policies. 
· They monitor the use of digital technologies, mobile devices, cameras etc. in lessons and other school activities (where allowed) and implement current policies with regard to these devices
· In lessons where internet use is pre-planned, pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.
· Modelling good online behaviours whilst using online systems in school. 
· They maintain a professional level of conduct in their personal use of technology both in school and out of school.
· Where relevant to their role, online safety is embedded in their teaching of the curriculum.
· They take responsibility for the security of IT systems and electronic data they use or have access to.
· Report any concerns as soon as is practicable to the Head TeacherHeadteacher 

Designated Safeguarding Lead 
The DSL should be trained in online safety issues and be aware of the potential for serious child protection and safeguarding issues to arise from:
· Sharing of personal data 
· Access to illegal / inappropriate materials 
· Inappropriate on-line contact with adults / strangers 
· Potential or actual incidents of grooming 
· Online-bullying

Pupils
Pupils at Elmley Castle CofE First School are responsible for:
· Using the school technology systems in accordance with the Pupils Acceptable Use Agreement which they should have read, signed and understood. 
· Understanding the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so 
· Following policies on the use of mobile devices and digital cameras
· Following policies on the taking / use of images and online-bullying. 
· Understanding the importance of adopting good online safety practice when using digital technologies out of school and realise that Elmley Castle CofE First School Online Safety Policy covers their actions out of school, if related to their membership of the school
· Seeking help from school staff if they are concerned about something they or a peer has experienced online.
Parents and Carers
Parents/carers are responsible for:
· Reading and discussing the Acceptable Use policy with their child 
· Reporting and discussing with school any concerns that they have concerning their child’s or others’ use of technology 
· Modelling safe, responsible and positive behaviours when using technology. Parents should understand the importance of promoting proactive behaviours, including on social media platforms.

Part 3 – Online Safety through the Curriculum  
Online safety is embedded throughout our curriculum. However, it is particularly addressed in the following ways: 
· PHRE (Personal, Health and Relationships Education)
· Computing (following Kapow scheme of work) 
· Assemblies   
Pupils are taught the underpinning knowledge and behaviours that can help them to navigate the online world safely and confidently regardless of the device, platform or app they are using.  
Online safety teaching is always appropriate to pupils’ ages and developmental stages.  Key online safety messages are reinforced as part of a planned programme of assemblies and additional activities /themed days. 
The underpinning knowledge and behaviours pupils learn through the curriculum include the following: 
· How to evaluate what they see online  
· How to recognise techniques used for persuasion
· How to recognise fake websites or content and know that what they have read may be biased by the author   
· Acceptable and unacceptable online behaviour  
· How to identify online risks  
· How and when to seek support  
The online safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities and will be provided in the following ways:
· Pupils should be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet 
· Pupils should be helped to understand the need for the pupil Acceptable Use Agreement and encouraged to adopt safe and responsible use both within and outside school.
· In lessons where internet use is pre-planned, it is best practice that pupils should be guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches.
· Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the content of the websites the young people visit.
· Class teachers review external resources prior to using them for the online safety curriculum, to ensure they are appropriate for the cohort of pupils.
· When reviewing these resources, the following questions are asked: 
· Where does this organisation get their information from? 
· What is their evidence base? 
· Have they been externally quality assured? 
· What is their background? 
· Are they age appropriate for pupils? 
· Are they appropriate for pupils’ developmental stage?
It is accepted that from time to time, for good educational reasons, pupils may need to research specific topics that would normally result in internet searches being blocked. In such a situation, staff can request via technical support, with consent from the Head TeacherHeadteacher, temporary lifting of relevant filters for the period of study. Any request to do so, should be auditable, with clear reasons for the need.
Prior to using any websites, tools, apps or other online platforms in the classroom, the class teacher always reviews and evaluates the resources. Class teachers ensure that any internet-derived materials are used in line with copyright law.  

Supporting Vulnerable Pupils:
Before conducting a lesson or activity on online safety, the class teacher will consider the topic that is being covered and the potential that pupils in the class have suffered or may be suffering from online abuse or harm in this way. The class teacher will see advice from the DSL on how to best support any pupil who may be especially impacted by a lesson or activity.  
If a staff member is concerned about anything pupils raise during online safety lessons and activities, or a pupil makes a disclosure, they will follow the safeguarding reporting procedure by recording their concerns using the CPOMs system and altering the DSL. 
The school recognises that, while any pupil can be vulnerable online, there are some pupils who may be more susceptible to online harm or have less support from family and friends in staying safe online, e.g.  pupils with SEND (Special Educational Needs And Disabilities), LAC (Looked After Children) or children on a Child Protection or Child in Need plan. Relevant members of staff, e.g., the SENDCo and DSL work together alongside staff to ensure the curriculum is tailored so these pupils receive the information and support they need.

Support from Parents and Carers:
Parents and carers play an essential role in the education of their children and in the monitoring and regulation of the children’s online behaviours. 
Elmley Castle CofE First School will seek to provide information and awareness to parents and carers through: 
· Curriculum activities 
· Letters and newsletters
· School website with links to other websites regarding online safety
· Parents / carers information sessions 
· High profile events / campaigns e.g., Safer Internet Day 
· Reference to the relevant web sites / publications e.g., swgfl.org.uk www.saferinternet.org.uk/ http://www.childnet.com/parents-and-carers

Parents are encouraged to report to the school any concerns they may have about their child’s behaviour online or the behaviour of others. This will then be followed up by staff in school in line with policy. For safeguarding reasons, the school have a duty to follow up on any reports of inappropriate online behaviour that takes place by pupils outside of school. 
Part 4 – Appropriate Use of Digital Communication Systems 
Data Protection 
Personal data will be recorded, processed, transferred and made available according to the current data protection legislation. 
Elmley Castle CofE First School must ensure that: 
· It has a Data Protection Policy.
· It has paid the appropriate fee to the Information Commissioner’s Office (ICO).  
· It has appointed a Data Protection Officer (DPO) and a school ‘champion’
· It will hold the minimum personal data necessary to enable it to perform its function and it will not hold it for longer than necessary for the purposes it was collected for.
· Data held must be accurate and up to date. Inaccuracies are corrected without unnecessary delay. 
· The lawful basis for processing personal data (including, where relevant, consent) has been identified and documented and details provided in a Privacy Notice. 
· Where special category data is processed, a lawful basis and a separate condition for processing have been identified. 
· Data Protection Impact Assessments (DPIA) are carried out. 
· It has clear and understood arrangements for access to and the security, storage and transfer of personal data, including, where necessary, adequate contractual clauses or safeguards where personal data is passed to third parties e.g., cloud service providers.
· Procedures must be in place to deal with the individual rights of the data subject i.e., a Subject Access Requests to see all or a part of their personal data held by the data controller. 
· There are clear and understood data retention policies and routines for the deletion and disposal of data. 
· There is a policy for reporting, logging, managing and recovering from an information risk incident which recognises the requirement to report relevant data breaches to the ICO within 72 hours of the breach, where feasible. 
· Consideration has been given to the protection of personal data when accessed using any remote access solutions. 
All schools must have a Freedom of Information Policy which sets out how it will deal with FOI requests. 
All staff receive data handling awareness / data protection training and are made aware of their responsibilities. 
Staff must ensure that they: 
· At all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or misuse. 
· Use personal data only on secure password protected computers and other devices, ensuring that they are properly “logged-off” at the end of any session in which they are using personal data. 
· Transfer data using encryption and secure password protected devices. When personal data is stored on any portable computer system, memory stick or any other removable media the device must be encrypted and password protected. 
· The device must offer approved virus and malware checking software. The data must be securely deleted from the device, in line with the Data Protection policy once it has been transferred or its use is complete. 
· Documents containing sensitive personal data must be password encrypted.


Digital Communication Systems
A wide range of rapidly developing communications technologies has the potential to enhance learning. This section outlines how these different forms of communication are used at Elmley Castle CofE First School. 
Appendix 5a - 5e are the Acceptable Use Policies that are signed by staff, parents and pupils to ensure that the policy is adhered to.
Email and the use of Remote Learning Platforms 
The school will risk assess the technology used for remote learning prior to use and ensure that there are no privacy issues or scope for inappropriate use.
Staff are given approved school email accounts and are only able to use these accounts at school and when doing school related work outside of school hours.
When using communication technologies, the school considers the following as good practice: 
· The official school email service is regarded as safe and secure and is monitored. Users should be aware that email communications are monitored. Staff members are required to block spam and junk mail, and report the matter to IT technicians
· Remote learning platforms, such as Zoom, Teams and school email accounts, are monitored by school and are user password protected. Only school approved platforms and accounts can be used to communicate with parents / pupils for remote learning. 
· Only Outlook must be used for all school-based email communication. Where an email is to be sent to multiple recipients, the BCC address line must be used.
· If sending information about children, the document will be encrypted and the password sent separately, preferably using a different method of communication. Emails are labelled as CONFIDENTIAL or SENSITIVE if needed.
· Users must immediately report, to the Head TeacherHeadteacher, the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication.
· Any digital communication between staff and pupils or parents / carers must be professional in tone and content and must be done using official school platforms.
· Personal information should not be posted on the school website and only official email addresses should be used to identify members of staff.
· When referring to children, initials only are used to reduce the potential for identification of individuals. 
When relevant (e.g. during a period of remote learning) all staff and pupils using video communication must: 
· Communicate in groups 
· Wear suitable clothing – this includes others in their household. 
· Be situated in a suitable ‘public’ living area within the home with an appropriate background – ‘private’ living areas within the home, such as bedrooms, are not permitted during video communication. 
· Use appropriate language – this includes others in their household. 
· Maintain the standard of behaviour expected in school. 
· Use the necessary equipment and computer programs as intended. 
· Not record, store, or distribute video material without permission. 
· Ensure they have a stable connection to avoid disruption to lessons. 
· Always remain aware that they are visible. 
During any period of remote learning, the school will maintain regular contact with parents to: 
· Reinforce the importance of children staying safe online. 
· Ensure parents are aware of what their children are being asked to do, e.g., sites they have been asked to use and staff they will interact with.  
· Encourage them to set age-appropriate parental controls on devices and internet filters to block malicious websites. 
· Direct parents to useful resources to help them keep their children safe online. 
The school will not be responsible for providing access to the internet off the school premises and will not be responsible for providing online safety software, e.g., anti-virus software, on devices not owned by the school.

Use of Digital and Video Images 
The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils instant use of images that they have recorded themselves or downloaded from the internet. However, staff, parents / carers and pupils need to be aware of the risks associated with publishing digital images on the internet. Digital images may remain available on the internet forever and may cause harm or embarrassment to individuals in the short or longer term. It is common for employers to carry out internet searches for information about potential and existing employees. 
School staff will implement policies and procedures to reduce the likelihood of the potential for harm:
· When using digital images, staff should inform and educate pupils about the risks associated with the taking, use, sharing, publication and distribution of images. In particular, they should recognise the risks attached to publishing their own images on the internet e.g., on social networking sites. 
· Written permission from parents or carers will be obtained before photographs of pupils are published on the school website, any school social media account (X, formerly Twitter) and local press. 
· In accordance with guidance from the Information Commissioner’s Office, parents / carers, on occasion, may take videos and digital images of their children at school events for their own personal use (as such use in not covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection, these images should not be published or made publicly available on social networking sites, nor should parents / carers comment on any activities involving other pupils in the digital / video images. There may be classes where all the children have not got permission to have their photographs taken and, in these situations, parents will not be allowed to video or photograph an event. In this situation staff will provide the parents with pictures or alternatives if necessary. 
· Staff and volunteers are allowed to take digital and video images to support educational aims, but must follow Elmley Castle CofE First School policies concerning the sharing, distribution and publication of those images. Those images should only be taken on school equipment. 
· Pupils must not take, use, share, publish or distribute inappropriate images of others without their permission 
· Photographs published on the website, or elsewhere, that include pupils will be selected carefully and will comply with good practice guidance on the use of such images. Pupils’ full names will not be used.
· Pupil’s work can only be published with the permission of the pupil and parents or carers and should not contain names.




Mobile Technologies 
Elmley Castle CofE First School has computers, laptops, mobile phones, digital cameras and iPads available for the staff and children to use. 
These are maintained by our technical support and school staff. Staff and children are required to use these devices responsibility and in accordance with the Acceptable Use policies. School devices should not be used for personal use and staff should remain vigilant to the misuse of these devices. Staff members or pupils found to be misusing school-owned devices are disciplined in line with the most appropriate procedure.  
· Laptops and iPads are able to run on the school network and thus are regulated by the filtering and monitoring system within school.
· iPad and laptops should not be removed from school premises without prior knowledge. 
· Staff members are issued with laptops and tablets (ipads) devices to assist them with their work.
· Pupils are provided with school-owned devices as necessary to assist in the delivery of the curriculum, e.g., tablets to use during lessons.  
· All school-owned devices are password protected.  
· No software, apps or other programmes can be downloaded onto a device without authorisation from technicians.
· School mobile phones are for staff use only

Personal devices: 
Elmley Castle CofE First School staff and visitors are only allowed to access personal devices when there are no children present.
· Personal devices should be stored out of reach of children. 
· Staff should not use their personal devices for school business, as the school phone and email service is available for all staff to use. 
· Staff may access the internet through their personal devices however the network is a closed system and as such these devices cannot be attached to the school wi-fi. 
· There is no technical support within school for personal devices. 
· No data should be stored on personal devices and sensitive data should be stored on the secure network or on a secure pen drive. 
· The Head TeacherHeadteacher has the right to take, examine and search user’s devices in the case of misuse (England only). As defined in other policies including our Chid Protection and Safeguarding policy. 
· Personal devices must not be used to take pictures, upload images or communicate with parents.
· School cannot be held liable for loss/damage or malfunction following access to the network of any personal devices. 
· Upon entry to the school visitors will be informed about school requirements for the use of personal devices. Any concerns about visitors’ use of personal devices on the school premises are reported to the DSL/Head TeacherHeadteacher.
· Use of mobile devices is included in the school staff Acceptable Use Policy 
· If a member of staff is thought to have illegal content saved or stored on a personal device, or to have committed an offence using a personal device, the Head TeacherHeadteacher will inform the police and action will be taken in line with the schools appropriate policies.
· Pupils are not permitted to have personal devices in school 
· Personal mobile phones may be used by staff when the safety of pupils and others is at risk or in an emergency (such as fire evacuation) or to enable communication with school when offsite

Social Networking  
Personal use  
· Access to social networking sites is filtered as appropriate.  
· Staff and pupils are not permitted to use social media for personal use during lesson time.  Staff can use personal social media during break and lunchtimes; however, inappropriate or excessive use of personal social media during school hours may result in the removal of internet access or further action.  Staff members are advised that their conduct on social media can have an impact on their role and reputation within the school.  Staff are not permitted to communicate with pupils or parents over social networking sites and are reminded to alter their privacy settings to ensure pupils and parents are not able to contact them on social media.  
· Pupils are taught how to use social media safely and responsibly through the online safety curriculum.  
· Concerns regarding the online conduct of any member of the school community on social media are reported to the DSL or Head TeacherHeadteacher and managed in accordance with the relevant policy and procedure. 
Use on behalf of the school  
· The school’s official social media channels are only used for official educational or engagement purposes.  
· Staff members must be authorised by the Head TeacherHeadteacher to access to the school’s social media accounts.  
· All communication on official social media channels by staff on behalf of the school is clear, transparent and open to scrutiny.  

The school website  
· The Head TeacherHeadteacher is responsible for the overall content of the school website – they will ensure the content is appropriate, accurate, up-to-date and meets government requirements.  
· The website complies with guidelines for publications including accessibility, data protection, respect for intellectual property rights, privacy policies and copyright law.  
· Personal information relating to staff and pupils is not published on the website.  
· Images and videos are only posted on the website if consent has been given by parents/ carers.

Teams and Microsoft office
· All communication related to school between staff members must take place via the schools approved messaging app, Teams Microsoft or their work linked email accounts.  

Use of Generative AI 
Generative AI is a type of AI that refers to technology that can be used to create new content using packages such as ChatGPT, Co-Pilot and Google Gemini. In school, Generative AI can be used to create educational resources, plan lessons, support personalised learning and carry out administrative tasks.
However, there are potential pitfalls. Information may be:
· inaccurate
· inappropriate or unsafe
· biased
· taken out of context
· taken without permission (intellectual property infringement)
· out of date or unreliable
· low quality
When using Generative AI as part of Teaching and Learning, practitioners will ensure the accuracy and appropriateness of any materials accessed or produced.


Part 4 – Safeguarding
Part A - Specific online safety concerns   
This section supports the school’s Safeguarding and Child Protection Policy, the Child-on-Child Abuse Policy and the Anti-Bullying Policy.
All online safety concerns must be reported to the DSL who will then take action in line with school safeguarding policies and procedures.
At any point in the process if there is a concern a pupil has been harmed or is at risk of harm, a referral will be made to children’s social care services and/or the police immediately
Cyberbullying 
· Online bullying is the use of technology to harass, threaten or intimidate someone and it can take many forms such as abusive messages or comments. 
· Cyberbullying, against both pupils and staff, is not tolerated.  Any incidents of cyberbullying are dealt with quickly and effectively whenever they occur.  

Online sexual violence and sexual harassment between children (peer-on-peer abuse)  
The school recognises that peer-on-peer abuse can take place online. Examples include the following: 
· Non-consensual sharing of sexual images and videos  
· Sexualised cyberbullying
· Online coercion and threats  
· Unwanted sexual comments and messages on social media  
· Online sexual exploitation  
The school responds to all concerns regarding online peer-on-peer abuse, whether or not the incident took place on the school premises or using school-owned equipment.  
Up skirting  
Under the Voyeurism (Offences) Act 2019, it is an offence to operate equipment and to record an image beneath a person’s clothing without consent and with the intention of observing, or enabling another person to observe, the victim’s genitals or buttocks (whether exposed or covered with underwear), in circumstances where their genitals, buttocks or underwear would not otherwise be visible, for a specified purpose.  
Youth produced sexual imagery (sexting)  
Youth produced sexual imagery is the sending or posting of sexually suggestive images of under-18s via mobile phones or over the internet. Creating and sharing sexual photos and videos of individuals under 18 is illegal.  
In line with the Safeguarding and Child Protection Policy, staff members do not view the youth produced sexual imagery when investigating a report. 

Online abuse and exploitation  
Through the online safety curriculum, pupils are taught about how to recognise online abuse and where they can go for support if they experience it.  
The school responds to concerns regarding online abuse and exploitation, whether or not it took place on the school premises or using school-owned equipment.  
All concerns relating to online abuse and exploitation, including child sexual abuse, child exploitation and criminal exploitation, are reported to the DSL.  
Online radicalisation and extremism  
The school’s filtering system protects pupils and staff from viewing extremist content.  
Concerns regarding a staff member or pupil being radicalised online are dealt with in line with the Safeguarding and Child Protection Policy and Prevent Duty.  
Part B - Managing reports of online safety incidents  
It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse. It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of the school community are aware that incidents have been dealt with. 
Tables in Appendix 2 tables show actions/procedures taken for different incidences of misuse.
The flowchart in Appendix 3 shows how to respond to online safety incidents if there is any suspicion that a web site(s) concerned may contain illegal child abuse images or racist material. and report immediately to the police. 
Concerns regarding a staff member’s online behaviour are reported to the Head TeacherHeadteacher who decides on the best course of action in line with the relevant policies.  
Dealing with concerns / Incidents / Misuse:
It is hoped that all members of Elmley Castle CofE First School community will be responsible users of digital technologies, who understand and follow school policy. However, there may be times when infringements of the policy could take place, through careless or irresponsible or, very rarely, deliberate misuse. Any incident should be reported to the Head TeacherHeadteacher, DSL or Online Safety Lead immediately and they will follow the relevant procedures. 
All reporting of incidents should be through the CPOMs system.
There are a range of activities which may, generally, be legal but would be inappropriate in a school context, either because of the age of the users or the nature of those activities. The table in Appendix 4 identifies activities that are illegal but also activities that would be inappropriate in a school context and that users, as defined below, should not engage in these activities in/or outside the school when using school equipment or systems. 
Filtering and monitoring online activity (Chestnut: Secure Safely Console)	Comment by Philip Croke: I don’t know the monitoring and filtering system - can you check and add pls
The school ensures that the network has appropriate filters and monitoring systems in place. 
· The filtering and monitoring systems the school implements are appropriate to pupils’ ages, the number of pupils using the network, how often pupils access the network, and the proportionality of costs compared to the risks.
· The school ensures ‘over blocking’ does not lead to unreasonable restrictions as to what pupils can be taught with regards to online teaching and safeguarding.
· Requests regarding making changes to the filtering system are directed to the Head TeacherHeadteacher and a risk assessment will be conducted  
· Reports of inappropriate websites or materials are made to the Head TeacherHeadteacher and IT technicians immediately, who investigates the matter and makes any necessary changes.  
· Deliberate breaches of the filtering system are reported to the Head TeacherHeadteacher, who will escalate the matter appropriately.  
· If a pupil has deliberately breached the filtering system, they will be disciplined in line with school policy and procedures. 
· If a member of staff has deliberately breached the filtering system, they will be disciplined in line with school policy and procedures.  
· If material that is believed to be illegal is accessed, inadvertently or deliberately, this material will be reported to the appropriate agency immediately, e.g., the Internet Watch Foundation (IWF), CEOP and/or the police.  
· All users of the network and school-owned devices are informed about how and why they are monitored.  
· Safeguarding concerns identified through any monitoring are reported to the DSL who will then follow the relevant procedures 
Network Security 
· Technical security features, such as anti-virus software, are kept up-to-date and managed by IT technicians. 
· Firewalls are switched on at all times. 
· IT technicians review the firewalls on a weekly basis to ensure they are running correctly, and to carry out any required updates.  	Comment by Philip Croke: Check Chestnuts  - 
· Staff and pupils are advised not to download unapproved software or open unfamiliar email attachments. 
· Staff members and pupils report all malware and virus attacks to the Head TeacherHeadteacher who will then alert the IT technicians.  
· All members of staff have their own unique usernames and private passwords to access the school’s systems.  
· Pupils are provided with their own unique username, private passwords and individual email addresses.  
· Staff members and pupils are responsible for keeping their passwords private.  
· Passwords have a minimum and maximum length and should contain a mixture of letters, numbers and symbols to ensure they are as secure as possible.  Current advice is that passwords should be made up of three unrelated words with a mix of characters.
· Users are not permitted to share their login details with others and are not allowed to log in as another user at any time. 
· Users are required to lock access to devices and systems when they are not in use.  
· Users inform IT technicians if they forget their login details, who will arrange for the user to access the systems under different login details.  
· If a user is found to be sharing their login details or otherwise mistreating the password system, the Head TeacherHeadteacher is informed and decides the necessary action to take.
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Record of reviewing devices/internet sites (responding to incidents of misuse)

Class:										
Date:												
Reason for investigation:																																				
Details of first reviewing person
Name:										
Position:										
Signature:									
Details of second reviewing person
Name:									
Position:									
Signature:								
[bookmark: _Toc448745875][bookmark: _Toc448754181]Name and location of computer used for review (for web sites)
																								
	Web site(s) address/device
	Reason for concern

	
	

	
	

	
	


Conclusion and Action proposed or taken
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[bookmark: _Toc448745620][bookmark: _Toc448745833][bookmark: _Toc511315126][bookmark: _Toc29910041][bookmark: _Toc29910840]School Actions & Sanctions

	
	Actions/Sanctions

	[bookmark: _Toc448745621][bookmark: _Toc448745834]Students/Pupils Incidents
	Refer to class teacher
	Refer to SLT
	Refer to Head TeacherHeadteacher
	Refer to Police
	Refer to technical support staff for action re filtering/security etc.
	Inform parents/carers
	Removal of network/internet access rights
	Warning
	Further sanction e.g., detention/exclusion

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on unsuitable/inappropriate activities).
	
	X
	X
	X
	
	
	
	
	

	Unauthorised use of non-educational sites during lessons
	X
	
	X
	
	
	
	
	
	

	Unauthorised/inappropriate use of mobile phone/digital camera/another mobile device
	X
	
	X
	
	
	X
	
	X
	

	Unauthorised/inappropriate use of social media/ messaging apps/personal email
	X
	
	X
	
	
	X
	
	X
	

	Unauthorised downloading or uploading of files
	X
	
	
	
	
	
	
	
	

	Allowing others to access school/academy network by sharing username and passwords
	X
	
	X
	
	X
	X
	
	X
	

	Attempting to access or accessing the school/academy network, using another student’s/pupil’s account
	X
	
	
	
	
	
	
	
	

	Attempting to access or accessing the school/academy network, using the account of a member of staff
	X
	
	X
	
	X
	X
	
	X
	

	Corrupting or destroying the data of other users
	X
	
	X
	
	X
	X
	
	X
	

	Sending an email, text or message that is regarded as offensive, harassment or of a bullying nature
	X
	
	X
	
	
	X
	
	X
	

	Continued infringements of the above, following previous warnings or sanctions
	X
	
	X
	
	
	X
	
	X
	

	Actions which could bring the school/academy into disrepute or breach the integrity of the ethos of the school
	X
	
	X
	
	X
	X
	
	X
	

	Using proxy sites or other means to subvert the school’s/academy’s filtering system
	X
	
	X
	
	X
	X
	
	X
	

	Accidentally accessing offensive or pornographic material and failing to report the incident
	X
	
	X
	
	X
	X
	X
	X
	X

	Deliberately accessing or trying to access offensive or pornographic material
	X
	
	X
	X
	X
	X
	X
	X
	X

	Receipt or transmission of material that infringes the copyright of another person or infringes the Data Protection Act21

	X
	
	X
	
	X
	
	
	
	

	
	Actions/Sanctions

	[bookmark: _Toc448745622][bookmark: _Toc448745835]Staff Incidents
	Refer to SLT
	Refer to Head TeacherHeadteacher 
	Refer to Local Authority/HR
	Refer to Police
	Refer to Technical Support Staff for action re filtering etc.
	Warning
	Suspension
	Disciplinary action

	Deliberately accessing or trying to access material that could be considered illegal (see list in earlier section on unsuitable/inappropriate activities).
	
	
X
	
X
	
X
	
	
	
	

	Inappropriate personal use of the internet/social media/personal email
	X
	X
	
	
	
	X
	
	

	Unauthorised downloading or uploading of files
	X
	X
	
	
	
	X
	
	

	Allowing others to access school network by sharing username and passwords or attempting to access or accessing the school network, using another person’s account
	X
	X
	
	
	
	X
	
	

	Careless use of personal data e.g., holding or transferring data in an insecure manner
	X
	
	
	
	X
	
	
	

	Deliberate actions to breach data protection or network security rules
	X
	X
	
	
	X
	X
	
	

	Corrupting or destroying the data of other users or causing deliberate damage to hardware or software
	X
	X
	
	
	X
	X
	X
	

	Sending an email, text or message that is regarded as offensive, harassment or of a bullying nature
	X
	X
	
	
	X
	X
	X
	

	Using personal email/social networking/instant messaging/text messaging to carrying out digital communications with students/pupils
	X
	X
	
	
	
	X
	X
	X

	Actions which could compromise the staff member’s professional standing 
	X
	X
	
	
	
	X
	X
	X

	Actions which could bring the school/academy into disrepute or breach the integrity of the ethos of the school/academy 
	X
	X
	
	
	
	X
	X
	X

	Using proxy sites or other means to subvert the school’s/academy’s filtering system
	X
	X
	
	
	X
	X
	X
	X

	Accidentally accessing offensive or pornographic material and failing to report the incident
	X
	X
	
	
	X
	
	
	

	Deliberately accessing or trying to access offensive or pornographic material
	X
	X
	X
	X
	X
	X
	X
	X

	Breaching copyright or licensing regulations
	X
	X
	
	
	X
	
	
	

	Continued infringements of the above, following previous warnings or sanctions
	X
	x
	X
	X
	X
	X
	X
	X
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[bookmark: _Toc448745618][bookmark: _Toc448745831][bookmark: _Toc511315124][bookmark: _Toc29910039][bookmark: _Toc29910838]Illegal Incidents
If there is any suspicion that the web site(s) concerned may contain child abuse images, or if there is any other suspected illegal activity, refer to the right-hand side of the Flowchart (below and appendix) for responding to online safety incidents and report immediately to the police. 
[image: ]
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Dealing with unsuitable/inappropriate activities
Some internet activity e.g., accessing child abuse images or distributing racist material is illegal and would obviously be banned from school and all other technical systems. Other activities e.g., cyber-bullying would be banned and could lead to criminal prosecution. There are however a range of activities which may, generally, be legal but would be inappropriate in a school context, either because of the age of the users or the nature of those activities. 
The school believes that the activities referred to below would be inappropriate in a school context and that users, as defined below, should not engage in these activities in/or outside the school when using school equipment or systems. 

	[bookmark: _Toc448745616][bookmark: _Toc448745829]User Actions18

	Acceptable
	Acceptable at certain times

	Acceptable for nominated users
	Unacceptable
	Unacceptable and illegal

	Users shall not visit Internet sites, make, post, download, upload, data transfer, communicate or pass on, material, remarks, proposals or comments that contain or relate to:
	Child sexual abuse images –The making, production or distribution of indecent images of children. Contrary to The Protection of Children Act 1978


	
	
	
	
	X

	
	Grooming, incitement, arrangement or facilitation of sexual acts against children Contrary to the Sexual Offences Act 2003.
	
	
	
	
	X

	
	Possession of an extreme pornographic image (grossly offensive, disgusting or otherwise of an obscene character) Contrary to the Criminal Justice and Immigration Act 2008
	
	
	
	
	X

	
	Criminally racist material in UK – to stir up religious hatred (or hatred on the grounds of sexual orientation) - contrary to the Public Order Act 1986   
	
	
	
	
	X

	
	Pornography
	
	
	
	X
	

	
	Promotion of any kind of discrimination
	
	
	
	X
	

	
	threatening behaviour, including promotion of physical violence or mental harm
	
	
	
	X
	

	
	Promotion of extremism or terrorism
	
	
	
	X
	

	
	Any other information which may be offensive to colleagues or breaches the integrity of the ethos of the school or brings the school into disrepute
	
	
	
	X
	

	Activities that might be classed as cyber-crime under the Computer Misuse Act:
· Gaining unauthorised access to school networks, data and files, through the use of computers/devices
· Creating or propagating computer viruses or other harmful files
· Revealing or publicising confidential or proprietary information (e.g., financial / personal information, databases, computer / network access codes and passwords)
· Disable/Impair/Disrupt network functionality through the use of computers/devices
· Using penetration testing equipment (without relevant permission)


	
	
	
	
	X

	Using systems, applications, websites or other mechanisms that bypass the filtering or other safeguards employed by the school
	
	
	
	X
	

	Revealing or publicising confidential or proprietary information (e.g., financial/personal information, databases, computer/network access codes and passwords)
	
	
	
	X
	

	Unfair usage (downloading/uploading large files that hinders others in their use of the internet)
	
	
	
	X
	

	Using school systems to run a private business
	
	
	
	X
	

	Infringing copyright
	
	
	
	X
	

	On-line gaming (educational)
	
	
	X
	
	

	On-line gaming (non-educational)
	
	
	
	X
	

	On-line gambling
	
	
	
	X
	

	On-line shopping/commerce
	
	
	
	X
	

	File sharing
	
	
	
	X
	

	Use of social media 
	
	
	
	X
	

	Use of messaging apps
	
	
	
	X
	

	Use of video broadcasting e.g., YouTube19

	
	
	X
	
	
















Appendix 5a
[image: A yellow shield with a castle and trees

AI-generated content may be incorrect.]
ElmelyElmley Castle CofE First School 
Acceptable Use of Technology Policy – Learner Agreement
 Early Years Pupils 
 
 I understand that the ElmelyElmley Castle CofE First School Acceptable Use Policy (AUP) will help keep me safe and happy online. 
· I only use the internet when an adult is with me.
· I only click on links and buttons online when I know what they do.
· I keep my personal information and passwords safe. 
· I only send messages online which are polite and friendly.
· I know the school can see what I am doing online when I use school computers and tablets 
· I use school recommended websites to support my learning in school and at home e.g. Bug Club
· I always tell an adult/teacher/member of staff if something online makes me feel upset, unhappy, or worried.
· I can visit www.thinkuknow.co.uk  to learn more about keeping safe online with an adult.
· I know that if I do not follow the rules I will not be allowed to use the schools systems /devices and further sanctions may follow.
· If I need to learn online at home, I will behave safely and respectfully and continue to follow these AUP rules.
· I have read and talked about these rules with my parents/carers.

 Remote Learning
 These expectations are in place to help keep me safe when I am learning at home using school recommended websites and systems 
· Remote learning will only take place during usual school times.
	ElmelyElmley Castle CofE First School Acceptable Use of Technology Policy
I, with my parents/carers, have read and understood the school Acceptable Use of Technology Policy (AUP) 
I agree to follow the AUP when:
 
1. I use school devices and systems, both on site and at home.
2. I use my own equipment out of the school including communicating with other members of the school or when accessing school systems for home learning.
Childs Name………………………………………………. 
 
Parent/Carers Signature………………………………………………..Date……………………………


· I will not share any access links to remote learning sessions with others.
· When taking part in remote learning I will behave as I would in the classroom.
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 ElmelyElmley Castle CofE First School 
Acceptable Use of Technology Policy – Learner Agreement 
 Key Stage 1 Pupils 

 I understand that the ElmelyElmley Castle CofE First School Acceptable Use Policy (AUP) will help keep me safe and happy online. 
· I only use the internet when an adult is with me.
· I only click on links and buttons online when I know what they do.
· I keep my personal information and passwords safe. 
· I only send messages online which are polite and friendly.
· I know the school can see what I am doing online when I use school computers and tablets 
· I use school recommended websites to support my learning in school and at home e.g. Bug Club
· I always tell an adult/teacher/member of staff if something online makes me feel upset, unhappy, or worried.
· I can visit www.thinkuknow.co.uk  to learn more about keeping safe online.
· I know that if I do not follow the rules I will not be allowed to use the schools systems/devices and further sanctions may follow. 
· If I need to learn online at home, I will behave safely and respectfully and continue to follow these AUP rules.
· I have read and talked about these rules with my parents/carers.
Remote Learning
· These expectations are in place to help keep me safe when I am learning at home using school recommended websites and systems 
· Remote learning will only take place during usual school times.
· I will not share any access links to remote learning sessions with others.
· When taking part in remote learning I will behave as I would in the classroom.

 
	ElmelyElmley Castle CofE First School Acceptable Use of Technology Policy
I, with my parents/carers, have read and understood the school Acceptable Use of Technology Policy (AUP) 
I agree to follow the AUP when:
 I use school devices and systems, both on site and at home.
1. I use my own equipment out of the school including communicating with other members of the school or when accessing school systems for home learning.
Name……………………………………………………………………. Signed…………………………………..
 
Year Group…………………………       Date…………………….
 
Parent/Carers Signature…………………………………………………….Date…………….
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ElmelyElmley Castle CofE First School 
Acceptable Use of Technology Policy –  Learner Agreement 
 Key Stage 2 Pupils 
 
I understand that the ElmelyElmley Castle CofE First School Acceptable Use Policy will help keep me safe and happy online at home and at school. 
Safe 
· I will behave online the same way as I behave in the classroom.
· I only send messages which are polite and friendly.
· I will only post pictures or videos on the internet if they are safe and appropriate, and if I have permission.
· I only talk with and open messages from people I know.
· I will only click on links if I know they are safe.
· I know that people I meet online may not always be who they say they are. If someone online suggests meeting up, I will immediately talk to an adult. 
Learning 
· Personal devices are not allowed at school and we be confiscated by a member of staff until the end of the school day. 
· I always ask permission from an adult before using the internet. 
· I only use websites and search engines that my teacher has chosen. 
· I use school devices for school work unless I have permission otherwise.
· If I need to learn online at home, I will behave safely and respectfully and continue to follow these AUP rules.
·  
Trust
· I know that not everything or everyone online is honest or truthful.
· I will check content on other sources like other websites, books or with a trusted adult. 
· I always credit the person or source that created any work, images, or text I use.
Responsible
· I keep my personal information safe and private online.
· I will keep my passwords safe and will not share them.
· I will not access or change other people’s files or information.
· I will only change the settings on a device if a member of staff has allowed me to. 

Understand
· I understand that the school internet filter is there to protect me, and I will not try to bypass it. 
· I know that all school devices and systems are monitored to help keep me safe, including when I use them at home. 
· I have read and talked about these rules with my parents/carers.
· I can visit www.thinkuknow.co.uk and www.childline.org.uk to learn more about being safe online.
· I know that if I do not follow the school rules then I will not be allowed to use the schools systems/devices and further sanctions may follow. 
 
Tell
· If I see anything online that I should not or that makes me feel worried or upset, I will minimise the page or turn off the screen and tell an adult straight away.
· If I am aware of anyone being unsafe with technology, I will report it to a teacher.
· I know it is not my fault if I see or someone sends me something bad online. I always talk to an adult if I am not sure about something or if something happens online that makes me feel worried or frightened.

Remote Learning
· These expectations are in place to help keep me safe when I am learning at home using school recommended websites and systems 
· Remote learning will only take place during usual school times.
· I will not share any access links to remote learning sessions with others.
· When taking part in remote learning I will behave as I would in the classroom.
 
	
ElmelyElmley Castle CofE First School Acceptable Use of Technology Policy – Learner Agreement
 
I, with my parents/carers, have read and understood the school Acceptable Use of Technology Policy (AUP) 
 
I agree to follow the AUP when:
 
1. I use school devices and systems, both on site and at home.
2. I use my own equipment out of the school including communicating with other members of the school or when accessing school systems for home learning.
Name………………………………………………. Signed……………………….
 
Year………………………… Date…………………….
 
Parent/Carers Signature………………………….……………..Date…………….
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ElmelyElmley Castle CofE First School 
Acceptable Use of Technology Policy (AUP)
Parents/Carers
Please complete ALL parts of this form and return it to school as soon as possible. If you change your mind about giving consent to any of the following, please contact the school immediately.
Parents/Carers:
I understand that pupils will be held accountable for their actions. I also understand that some material on the internet may be objectionable and I accept responsibility, for setting standards for my son/daughter to follow when selecting, sharing and exploring information and media. 
I have explained to my child that they are expected to follow these rules when using the internet and email.
Technology has transformed learning, entertainment and communication for individuals and for all organisations that work with young people. However, the use of technology can also bring risks. All users should have an entitlement to safe internet access at all times. 
This Acceptable Use Agreement is intended to ensure that:
· young people will be responsible users and stay safe while using ICT (especially the internet). 
· school ICT systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk.
· parents and carers are aware of the importance of e-safety and are involved in the education and guidance of young people with regard to their on-line behaviour. 
The school will try to ensure that pupils will have good access to ICT to enhance their learning and will, in return, expect them to agree to be responsible users. 
Parents are requested to sign the permission form below to show their support of the school in this important aspect of the school’s work. 
Use of the internet and electronic communication
1. I know that my child will be provided with internet access and will use a range of IT systems in order to access the curriculum and be prepared for modern life whilst at ElmelyElmley Castle CofE First School. 
2. I am aware that learners use of mobile technology and devices, such as mobile phones, is not permitted at ElmelyElmley Castle CofE First School.
3. I am aware that any internet and technology use using school equipment may be monitored for safety and security reasons, to safeguard both my child and the school systems. This monitoring will take place in accordance with data protection (including GDPR) and human rights legislation. 
4. I understand that the school will take every reasonable precaution, including monitoring and filtering systems, to ensure that learners are safe when they use the school internet and systems. I understand that the school cannot ultimately be held responsible for the nature and content of materials accessed on the internet and using mobile technologies.
5. I understand that my child needs a safe and appropriate place to access remote learning if school is closed during term time. I will ensure my child’s access to remote learning is appropriately supervised. When accessing video learning, I will ensure they are an appropriate location (e.g. not in bed) and that they are suitably dressed.  
6. I am aware that my child will receive online safety education to help them understand the importance of safe use of technology and the internet, both in and out of school
7. I have read and discussed ElmelyElmley Castle CofE First School learner Acceptable Use of Technology Policy (AUP) with my child.
8. I will support school safeguarding policies and will ensure that I appropriately monitor my child’s use of the internet outside of school and discuss online safety with them when they access technology at home.
9. I know I can seek support from the school about online safety, such as via the school website, to help keep my child safe online at home.
10. I will support the school approach to online safety. I will role model safe and positive online behaviour for my child by sharing images, text, and video online responsibly. 
11.  I, together with my child, will not deliberately upload or add any images, video, sounds or text that could upset, threaten the safety of or offend any member of the school community. 
12. I understand that a partnership approach to online safety is required. If the school has any concerns about either my or my child’s behaviour or safety online, then I will be contacted.
13. I understand that if I or my child do not abide by the ElmelyElmley Castle CofE First School AUP, appropriate action will be taken. This could include sanctions being applied in line with the school policies and if a criminal offence has been committed, the police being contacted.
14. I know that I can speak to the Designated Safeguarding Lead , my child’s teacher or the Head TeacherHeadteacher if I have any concerns about online safety.

Use of digital images (still and video) of  pupils
1. The use of digital images (still and video) plays an important part in learning activities. Pupils and members of staff may use the school's digital cameras to record evidence of activities in lessons and out of school.  
2. These images may then be used in presentations in subsequent lessons.
3. Images may also be used to celebrate success through their publication in newsletters, on the school website, the school’s social media accounts and occasionally in the public media.
4. The school will comply with the Data Protection Act and parents/ carers are required to have signed a photograph/ video consent form at the start of school.  The school will also ensure that when images are published, the young people cannot be identified by full name, without parents/ carers consent.
5. As the parent / carer of the above pupil, I agree to the school taking and using digital images of my child(ren). I understand that the images will only be used to support learning activities or in publicity that reasonably celebrates success and promotes the work of the school. 
6. I agree that if I take digital or video images at school events which include images of children, I will abide by these guidelines in my use of these images.     

 Publishing children’s work
· It is our school’s policy, from time to time, to publish the work of pupils by way of celebration. This includes on the internet; via the school website.
· Full names will never be used when publishing work



	
ElmelyElmley Castle CofE First School Acceptable Use of Technology Policy – Parent/Carer Agreement
 
· I have read, understood and agree to comply with the ElmelyElmley Castle CofE First School Parent/Carer Acceptable Use of Technology Policy. 
· I give permission for my son / daughter to have access to the internet and to IT systems at school. 
· I give permission to the school taking and using digital images of my child(ren). I understand that the images will only be used to support learning activities or in publicity that reasonably celebrates success and promotes the work of the school.
· I give permission for my child’s work to be published 

Name of Child………………………………………………. Year Group:……………………….
 
Name of Parent…………………………………………Signature………………………….……………..

Date…………….
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[bookmark: _Hlk115793746]ElmelyElmley Castle CofE First School 
Acceptable Use of Technology Policy - Staff, Students and Volunteers 
As a professional organisation with responsibility for safeguarding, all members of staff are expected to use ElmelyElmley Castle CofE First School IT systems in a professional, lawful, and ethical manner. To ensure that members of staff understand their professional responsibilities when using technology and provide appropriate curriculum opportunities for learners, they are asked to read and sign the staff Acceptable Use of Technology Policy (AUP). 
 
Our AUP is not intended to unduly limit the ways in which members of staff teach or use technology professionally, or indeed how they use the internet personally, however the AUP will help ensure that all staff understand ElmelyElmley Castle CofE First Schools expectations regarding safe and responsible technology use, and can manage the potential risks posed. The AUP will also help to ensure that CFS systems are protected from any accidental or deliberate misuse which could put the safety and security of our systems or members of the community at risk. 
 
1 - Policy Scope   
a) I understand that this AUP applies to my use of technology systems and services provided to me or accessed as part of my role within CFS both professionally and personally. This may include use of laptops, mobile phones, tablets, digital cameras, and email as well as IT networks, data and data storage, remote learning and online and offline communication technologies. 
b) I understand that CFS Acceptable Use of Technology Policy (AUP) should be read and followed in line with the CFS staff behaviour policy/code of conduct and Remote Learning AUP. 
c) I am aware that this AUP does not provide an exhaustive list; all staff should ensure that technology use is consistent with the schools ethos, school staff behaviour and safeguarding policies, national and local education and child protection guidance, and the law.
2 - Use of School Devices and Systems 
a) I will only use the equipment and internet services provided to me by the school for example school provided laptops, tablets, mobile phones, and internet access, when working with learners. 
b) I understand that any equipment and internet services provided by my workplace is intended for educational use and should only be accessed by members of staff. Personal use of setting IT systems and/or devices by staff is not allowed. However, this is at the setting’s discretion and can be revoked at any time. Leaders should make informed decisions and be able to evidence their decision making.
c) Where I deliver or support remote learning, I will comply with the school remote learning AUP.

3 - Data and System Security 
a) To prevent unauthorised access to systems or personal data, I will not leave any information system unattended without first logging out or securing/locking access. 
i. I will use a ‘strong’ password to access school/setting systems that includes letters, numbers and symbols 
ii. I will protect the devices in my care from unapproved access or theft. 
b) I will respect school system security and will not disclose my password or security information to others. 
c) I will not open any hyperlinks or attachments in emails unless they are from a known and trusted source. If I have any concerns about email content sent to me, I will report them to the Head TeacherHeadteacher and IT technician. 
d) I will not attempt to install any personally purchased or downloaded software, including browser toolbars, or hardware without permission from the IT system manager. 
e) I will ensure that any personal data is kept in accordance with the Data Protection legislation, including GDPR in line with the school information security policies. 
I. All personal data will be obtained and processed fairly and lawfully, only kept for specific purposes, held no longer than necessary and will be kept private and secure with appropriate security measures in place, whether used in the workplace, hosted online or accessed remotely. 
II. Any data being removed from the school site, such as via email or on memory sticks or CDs, will be suitably protected. This may include data being encrypted by a method approved by the school. 
f) I will not keep documents which contain school related sensitive or personal information, including images, files, videos, and emails, on any personal devices, such as laptops, digital cameras, and mobile phones. Where possible, I will use the school systems to upload any work documents and files in a password protected environment or the school OneDrive.
g) I will not store any personal information on the school IT system, including school laptops or similar device issued to members of staff, that is unrelated to school activities, such as personal photographs, files or financial information.
h) I will ensure that school owned information systems are used lawfully and appropriately. I understand that the Computer Misuse Act 1990 makes the following criminal offences: to gain unauthorised access to computer material; to gain unauthorised access to computer material with intent to commit or facilitate commission of further offences or to modify computer material without authorisation.
i) I will not attempt to bypass any filtering and/or security systems put in place by the school 
j) If I suspect a computer or system has been damaged or affected by a virus or other malware, I will report this to the Head TeacherHeadteacher and the IT technician as soon as possible. 
k) If I have lost any school related documents or files, I will report this to the Head TeacherHeadteacher and school Data Protection Officer as soon as possible.
l) Any images or videos of learners will only be used as outlined in the Online Safety policy
m) I understand images of learners must always be appropriate and should only be taken with school provided equipment and taken/published where learners and their parent/carer have given explicit consent.
 
4 - Classroom Practice
a) I am aware of the expectations relating to safe technology use in the classroom, safe remote learning, and other working spaces as listed in  e.g. safe guarding, online safety, remote learning AUP. 
b) I have read and understood the school Online Safety Policy
c) I will promote online safety with the learners in my care and will help them to develop a responsible attitude to safety online, system use and to the content they access or create by:
a. exploring online safety principles as part of an embedded and progressive curriculum and reinforcing safe behaviour whenever technology is used.
b. creating a safe environment where learners feel comfortable to say what they feel, without fear of getting into trouble and/or be judged for talking about something which happened to them online.
c. involving the Designated Safeguarding Lead (DSL)  or a deputy DSL as part of planning online safety lessons or activities to ensure support is in place for any learners who may be impacted by the content.
d. make informed decisions to ensure any online safety resources used with learners is appropriate. 
d)  I will report any filtering breaches (such as access to illegal, inappropriate, or harmful material) to the Head TeacherHeadteacher (and DSL if there is a safeguarding concern) in line with the school Online Safety and Safeguarding policies.
e) I will respect copyright and intellectual property rights; I will obtain appropriate permission to use content, and if videos, images, text, or music are protected, I will not copy, share, or distribute or use them.
 
5 - Use of Social Media and Mobile Technology  
a) I have read and understood the school Online Safety Policy which covers expectations regarding staff use of mobile technology and social media. 
b) I will ensure that my online reputation and use of IT and information systems are compatible with my professional role and in line with the staff behaviour policy/code of conduct, when using school and personal systems.  This includes my use of email, text, social media and any other personal devices or mobile technology.
I. I will take appropriate steps to protect myself online when using social media 
II. I am aware of the school expectations with regards to use of personal devices and mobile technology, including mobile phones
III. I will not discuss or share data or information relating to learners, staff, school business or parents/carers on social media.
IV. I will ensure that my use of technology and the internet does not undermine my professional role or interfere with my work duties and is in accordance with the school behaviour policy/code of conduct and the law.
c) My electronic communications with current and past learners and parents/carers will be transparent and open to scrutiny and will only take place within clear and explicit professional boundaries. 
I. I will ensure that all electronic communications take place in a professional manner via school approved and/or provided communication channels and systems, such as a school email address, user account or telephone number. 
II. I will not share any personal contact information or details with learners, such as my personal email address or phone number. 
III. I will not add or accept friend requests or communications on personal social media with current or past learners and/or parents/carers.
IV. If I am approached online by a learner or parents/carer, I will not respond and will report the communication to the Head TeacherHeadteacher and  Designated Safeguarding Lead (DSL).
V. Any pre-existing relationships or situations that compromise my ability to comply with the AUP will be discussed with the DSL and/or Head TeacherHeadteacher
d) If I have any queries or questions regarding safe and professional practise online either in school or off site, I will raise them with the DSL and/or the Head TeacherHeadteacher
e) I will not upload, download, or access any materials which are illegal, such as child sexual abuse images, criminally racist material, adult pornography covered by the Obscene Publications Act.
f) I will not attempt to access, create, transmit, display, publish or forward any material or content online that is inappropriate or likely to harass, cause offence, inconvenience, or needless anxiety to any other person. 
g) I will not engage in any online activities or behaviour that could compromise my professional responsibilities or bring the reputation of the school into disrepute.

6 – Mobile Phones and other Electrical Devices  
The increased ownership of mobile telephones requires that the all stakeholders take steps to ensure that mobile telephones are used responsibly within the school environment. This part of the Acceptable Use Policy is designed to ensure that potential issues (such as mobile etiquette) can be clearly identified and addressed.
The Online Safety Lead has established the Acceptable Use Policy for mobile telephones that provides staff, governors, pupils and parents/carers with guidelines and instructions for the appropriate use of mobile telephones during school hours.
In order for staff to carry a mobile phone during school hours they must agree to the Acceptable Use Policy.
The Acceptable Use Policy for mobile telephones also applies during school excursions, and extra-curricular activities. 
Acceptable Use Procedures: 
a) Personal mobile telephones must not be used to take photos or videos in school.  
b) Mobile phone communication should be used sparingly during school hours. Mobiles may only be used when out of sight from the pupils and deemed necessary. 
c) [bookmark: _GoBack]Parents/ carers must be advised that any photographs/videoing taken whilst in school during performances, wow days and other events are for personal use only. Parents/carers must not share photos or videos, or upload them on to the internet via social media. 
d) Staff should not give out their telephone numbers to communicate with pupils.
e) Mobile phones brought into school by pupils will be confiscated and returned to the pupils parents/carers at the end of the school day, by the class teacher.
f) Mobile telephones which are found in the school and whose owner cannot be located should be handed to the main school office.
g) The school will take no responsibility whatsoever for phones or other electrical equipment that are damaged, lost or stolen.  Staff, who bring phones and other electrical equipment in to school, do so at their own risk.
h) It should be noted that it is a criminal offence to use a mobile telephone to menace, harass or offend another person. This could involve a warning, a suspension, referral to Governors and / or the Local Authority and in the event of illegal activities the involvement of the police.

6 - Policy Compliance
a) I understand that the school may exercise its right to monitor the use of information systems, including internet access and the interception of emails, to monitor policy compliance and to ensure the safety of learners and staff. This monitoring will be proportionate and will take place in accordance with data protection, privacy, and human rights legislation.
  
7 - Policy Breaches or Concerns 
a) I will report and record concerns about the welfare, safety or behaviour of learners or parents/carers to the DSL in line with the school child protection policy.
b) I will report concerns about the welfare, safety, or behaviour of staff to the Head TeacherHeadteacher, in line with the allegations against staff policy.
c) I understand that if the school believe that unauthorised and/or inappropriate use of school systems or devices is taking place, the school may invoke its disciplinary procedures as outlined in the staff behaviour policy/code of conduct.  
d) I understand that if the school believe that unprofessional or inappropriate online activity, including behaviour which could bring the school into disrepute, is taking place online, the school may invoke its disciplinary procedures as outlined in the staff behaviour policy/code of conduct.
e) I understand that if the school suspects criminal offences have occurred, the police will be informed.
I understand that I am responsible for my actions in and out of school:
I understand that this Acceptable Use Agreement applies not only to my work and use of school ICT equipment in school, but also applies to my use of school ICT systems and equipment out of school and to my use of personal equipment in school or in situations related to my employment by the school.
I understand that if I fail to comply with this Acceptable Use Agreement, I could be subject to disciplinary action.  This could involve a warning, a suspension, referral to Governors and / or the Local Authority and in the event of illegal activities the involvement of the police.
	I have read, understood and agreed to comply with ElmelyElmley Castle CofE First School Staff Acceptable Use of Technology Policy when using the internet and other associated technologies, both on and off site.

	Staff  Name: 
	 

	Signed: 
	 

	Date: 
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Acceptable Use Policy (AUP) for 
Remote Learning and Online Communication

ElmelyElmley Castle CofE First School  - Staff, Students and Volunteers
The Remote Learning Acceptable Use Policy (AUP) is in place to safeguard all members of ElmelyElmley Castle CofE First School community when taking part in remote learning following any full or partial school closures. 
1 - Leadership Oversight and Approval 
a) Remote learning will only take place using systems approved by the Head TeacherHeadteacher.
Zoom, Teams and 365 Microsoft Office Outlook has been assessed and approved by the Head TeacherHeadteacher 
b) Staff will only use school managed or specific, approved professional accounts with learners and/or parents/carers. 
I. Use of any personal accounts to communicate with learners and/or parents/carers is not permitted.
II. Any pre-existing relationships or situations which mean this cannot be complied with will be discussed with the Head TeacherHeadteacher and DSL 
III. Staff will use work provided equipment where possible e.g. a school/setting laptop, tablet, or other mobile device.
c) Online contact with learners and/or parents/carers will not take place outside of the operating times as defined by the Head teacherHeadteacher 
d) All remote lessons will be formally timetabled; the Head TeacherHeadteacher/ DSL and is able to drop in at any time. 
e) Live streamed remote learning sessions will only be held with approval and agreement from the Head TeacherHeadteacher.  
  

2 - Data Protection and Security 
a) Any personal data used by staff and captured when delivering remote learning will be processed and stored with appropriate consent and in accordance with our data protection policy 
b) All remote learning and any other online communication will take place in line with current school confidentiality expectations as outlined in Online Safety policy. 
c) All participants will be made aware of any systems that records activity. Staff will not record lessons or meetings using personal equipment unless agreed and risk assessed by the Head TeacherHeadteacher and in line with our data protection policy requirements. 
d) Only members of ElmelyElmley Castle CofE First School community will be given access to online communication.
e) Access to systems will be managed in line with current IT security expectations as outlined in online safety policy. 
 3 - Session Management 
a) Staff will record the length, time, date, and attendance of any sessions held. 
b) Appropriate privacy and safety settings will be used to manage access and interactions. This includes:
I. e.g. language filters, disabling/limiting chat, staff not permitting learners to share screens, keeping meeting IDs private, use of waiting rooms/lobbies or equivalent. 
II. contact will be made via learners’ school/setting provided email accounts and/or logins. 
III. contact may be made via a parents/carer account. 
IV. staff will mute/disable learners’ videos and microphones. 
V. Ideally at least 2 members of staff will be present. If this is not possible, speak to the Head TeacherHeadteacher for approval. 
c) A pre-agreed invitation/email (as relevant to system being used) detailing the session expectations will be sent to those invited to attend. 
I. Access links should not be made public or shared by participants. 
II. Learners and/or parents/carers should not forward or share access links. 
III. If learners/parents/carers believe a link should be shared with others, they will discuss this with the member of staff running the session first
IV. Learners are encouraged to attend lessons in a shared/communal space or room with an open door and/or when appropriately supervised by a parent/carer or another appropriate adult. 
d) Alternative approaches and/or access will be provided to those who do not have access. etc. loan devices, paper copies of materials available at request.

4 - Behaviour Expectations
a) Staff will model safe practice and moderate behaviour online during remote sessions as they would in the classroom. 
b) All participants are expected to behave in line with existing school policies and expectations. This includes: 
I. Appropriate language will be used by all attendees.
II. Staff will not take or record images for their own personal use. 
III. Setting decisions about if other attendees can or cannot record events for their own use, and if so, any expectations or restrictions about onward sharing. 
c) Staff will remind attendees of behaviour expectations and reporting mechanisms at the start of the session.
d) When sharing videos and/or live streaming, participants are required to: Remove if not sharing videos or live streaming. Amend as appropriate to system and SLT decision. Examples could include:
I. wear appropriate dress. 
II. ensure backgrounds of videos are neutral (blurred if possible). 
III. ensure that personal information and/or unsuitable personal items are not visible, either on screen or in video backgrounds. 
e) Educational resources will be used or shared in line with our existing teaching and learning policies, taking licensing and copyright into account.
 
5 - Policy Breaches and Reporting Concerns
 Participants are encouraged to report concerns during remote and/or live streamed sessions
a) If inappropriate language or behaviour takes place, participants involved will be removed by staff, the session may be terminated, and concerns will be reported to Head TeacherHeadteacher.
b) Inappropriate online behaviour will be responded to in line with existing policies such as acceptable use of technology, allegations against staff, anti-bullying and behaviour.
c) Sanctions for deliberate misuse may include: e.g. restricting/removing use, contacting police if a criminal offence has been committed.
d) Any safeguarding concerns will be reported to the Designated Safeguarding Lead, in line with our child protection policy.
	I have read and understand the above and agree to use the school ICT systems (both in and out of school) within these guidelines.

	Name  
	 

	Signed: 
	 

	Date: 
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